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Copyright Notices 

Copyright 2005 eSoft, Inc. eSoft, InstaGate and ThreatWall are registered trademarks, and 
SoftPak and SoftPak Director are trademarks of eSoft, Inc. Microsoft and Windows are registered 
trademarks of Microsoft Corporation. Netscape and Netscape Navigator are registered 
trademarks of Netscape Communications Corporation. Adobe, the Adobe logo, and Acrobat are 
registered trademarks of Adobe Systems Inc. UNIX is a registered trademark of UNIX Systems 
Laboratories, Inc. All other brand and/or product names are the property of their respective 
holders. 
 
Portions of ThreatWall's software are covered under the GNU General Public License. You may 
freely obtain source code versions of the software covered by the GNU General Public License 
through the Internet at http://www.redhat.com. However, some applications remain the property of 
their owners, and require their permission to redistribute. For more information, access the eSoft 
web site at http://www.esoft.com. 
 
Portions of ThreatWall's software are Copyright © The Regents of the University of California. A 
complete copy of the copyright notice follows: 
 
Copyright © The Regents of the University of California. 
 
All rights reserved. 
 
Redistribution and use in source and binary forms, with or without modification, are permitted 
provided that the following conditions are met: 

1. Redistribution of source code must retain the above copyright notice, this list 
of conditions and the following disclaimer. 

2. Redistribution in binary form must reproduce the above copyright notice, this 
list of conditions and the following disclaimer in the documentation and/or 
other materials provided with the distribution. 

3. All advertising materials mentioning features or use of this software must 
display the following acknowledgment: 
 
ìThis product includes software developed by the University of California, 
Berkeley and its contributors.î 

4. Neither the name of the University nor the names of its contributors may be 
used to endorse or promote products derived from this software without 
specific prior written permission. 

 
THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS ìAS ISî' AND ANY 
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED 
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE 
DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR 
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL 
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS 
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) 
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, 
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY 
WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF 
SUCH DAMAGE. 
 
Portions of ThreatWall's software are Copyright © The Apache Group. A complete copy of the 
copyright notice follows: 
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Copyright © 1995-1997 The Apache Group. All rights reserved. 
 
Redistribution and use in source and binary forms, with or without modification, are permitted 
provided that the following conditions are met: 

1. Redistributions of source code must retain the above copyright notice, this list 
of conditions and the following disclaimer.  

2. Redistributions in binary form must reproduce the above copyright notice, this 
list of conditions and the following disclaimer in the documentation and/or 
other materials provided with the distribution. 

3. All advertising materials mentioning features or use of this software must 
display the following acknowledgment: 
  
ìThis product includes software developed by the Apache Group for use in the 
Apache HTTP server project (http://www.apache.org/).î 

4. The names ìApache Serverî and ìApache Groupî must not be used to 
endorse or promote products derived from this software without prior written 
permission. 

5. Redistributions of any form whatsoever must retain the following 
acknowledgment: 
ìThis product includes software developed by the Apache Group for use in the 
Apache HTTP server project (http://www.apache.org/).î 
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Intrusion Prevention 

Intrusion Prevention Settings 

On the Intrusion Prevention Settings window, you can define networks, computers, web servers, 
and mail servers, as well as define the system responsiveness level; this feature tailors the 
Intrusion Prevention SoftPak to defend your network in a targeted and efficient manner. If you are 
an advanced user, you can edit and customize the default set of profiles to further refine the 
settings for your system. See Action Profiles for more information. 

 
 



ThreatWall Intrusion Prevention SoftPak 

4 

Follow these steps to specify settings: 
 

1. To display the settings to define, click the Enabled check box at the top of the window. 
  

2. Under Protected Networks, specify the IP addresses for the computers you want to 
protect; press Enter after each one, if there are multiple addresses. To protect a range of 
addresses, use CIDR notation. For example, to protect 192.168.10.1 - 192.168.10.254, 
enter the addresses as 192.168.10.0/24. 
  

Note: All traffic that goes through the ThreatWall is checked by the Intrusion Prevention Settings; 
this includes VPN traffic. Therefore, if you trust the remote office or the machine on the other end 
of the VPN, you should add it to the protected networks list; otherwise, do not include it. The 
networks you include impact which rules are checked by the system. As a general rule, if the 
other end of the VPN is being protected by a ThreatWall, then you can most likely consider it to 
be trustworthy; however if the other end of the VPN is a home user, for example, without a 
firewall, then it probably is not trustworthy. 

 
3. Under Protected Computers, click the appropriate box for each operating system you 

run on your protected network. 
  

4. Under Web Servers, click the Enabled check box to display the web server options. 
Specify the IP address for the web servers you want to protect; press Enter after each 
one, if there are multiple addresses.  

!" If you have multiple web servers running different software, select Mixed from 
the drop down list. 

!" If all your servers are running Linux, they are likely running Apache, select 
Apache. 

!" If all your servers are running on Windows, they are likely running IIS, select IIS. 
!" If your web server is neither Apache nor IIS, select Other. 

Only local servers (not those hosted elsewhere) are protected. 
 

Note: For Web Servers and Mail Servers, enter the actual or private IP address Certain groups of 
IP addresses are considered private, and you cannot connect to them on the Internet. These 
include 10.x.x.x, 172.16-31.x.x, and 192.168.x.x. Companies typically use these addresses on 
their LANs and have a box perform network address translation (NAT) on requests to the Internet. 
Users can take their public IP address and have traffic addressed to certain ports routed to 
certain machines on their private network. If a user has an IP address in the ranges above, and is 
hosting a web server or mail server on it, they should specify the private IP address in the web or 
mail server protection settings. rather than the public IP address. If a proxy machine is used (such 
as a ThreatWall that might intercept web or mail traffic), specify the public IP address of that 
machine, also (if available). 

 
5. Under Mail Servers, click the Enabled check box and enter the IP address of the local 

mail servers you want to protect; press Enter after each one, if there are multiple 
addresses. 
  

6. Under Network Policies click the Enabled check boxes to block file sharing and instant 
messaging traffic. 
  

7. Under Responsiveness, click the appropriate setting to determine the level of protection 
to implement. 

!" Aggressive - blocks all attacks/logs alerts 
!" Normal - blocks some attacks/logs alerts 
!" Passive - only logs alerts 
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8. Click Apply to save and implement your changes. 
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Viewing Alerts 

On the Alert Viewer window, you can review logged alerts/events, learn more about the source 
and destination IP address of an alert, and mark false positives. 

 
 

1. Click the alert name to display detailed information about the alert. High priority alerts are 
shown in red. 
 
The Rule Details window is displayed. See Rule Details for more information. 
  

2. To view details about the source/destination address of an alert, click the appropriate IP 
address. 
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3. If you determine that an alert was innocent and not malicious, you should check the FP 
box associated with the alert to indicate that it is a false positive. 

 
A false positive error occurs when a rule incorrectly reports that it has found intrusion on the 
network where none really exists. 

 
4. Click Export to download a file in CSV format of all alerts generated in the last month by 

ThreatWall. You can use this file to generate additional reports in your worksheet 
application or to archive for auditing purposes. 
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Rule Manager 

The Rule Manager lets you browse the database of rules on your system, and describes the rules 
and their specific properties. You can search and browse by a number of rule properties, and 
explicitly enable or disable specific rules. The system checks for new and updated rules hourly. 
 

A rule describes to the Intrusion Prevention system how to identify an attack. Rules associated 
with  Action Profiles that have actions, are checked against every packet that flows to, from, 
and through the machine. 

 

 
 
1. Select the grouping for the rules from the Group by drop down box. You can group and display 
rules according to the following rule properties: 
 

!" Category - The type of attack or breach, for example, suspicious login attempt or 
attempted information leak. 
  

!" Application - Lists applications that are protected. 
  

!" Operating System - OS Independent means any operating system; Other means an 
operating system not included in the list. 
  

!" Rule Speed - For every rule, the system provides a speed metric, which is a relative 
number representing how quickly the rule is implemented compared to other rules in the 
database. 
  

!" Classification - Rules are classified as follows: 
!" Attack 
!" Possible Breach 
!" Corporate Policy 
!" Reconnaissance 
!" Unusual Traffic 

 
!" False Positives - Lists the false positives on the system. 

  
!" Priority - Lets you categorize a rule as low, medium, or high priority. 

  
!" Action Profile - Lists rules according to the action profiles defined for your system. 
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!" Protocol - Lists different protocols including TCP, IP, UDP, and ICMP. 
  

!" Search - Lists the different searches you can perform to find rules on the system. 
 

2. Clicking the  to the left of an item displays details about the rules in that category. See Rule 
List for more information. 
 

Note:You can search for a specific term or item within a category by entering the term or the SID 

number in the Search box and clicking the  symbol to the left of the category name you want 
to search. 



ThreatWall Intrusion Prevention SoftPak 

10 

Rule List 

This window lists a summary of rules that match specified criteria; that criteria might be a search, 
"group by" criteria, or preview of an action profile (from the Action Profile or Rule Manager page). 
If you are an advanced user, you can override the default association between a rule and a 
profile. You can use this feature if a profile does not match a rule or to disable it. 

 
 

1. To override the default associations between an action profile and a rule, select the 
information from the appropriate drop down boxes. Click Apply to save your changes. 
 
If you select the Default setting, the system selects the correct setting for you; non-default 
settings are displayed in yellow. 
  

2. Click a rule to display additional details about the rule. See Rule Details for more 
information. 

 

Note: If you are not an advanced user, you should create a batch of profiles for your system on 
the basic settings page. See Intrusion Prevention Settings for more information. 

 












